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Survey on PQCC with Self Dual Code over

Integer Modulo Ring

| Key generation | Let G be a generator matrix of
[n, k, 2t + 1]-linear binary code C with t-errors cor-
recting capability. For randomly chosen S from
GLy(F3) and P from S,, (n-permutation matrix),
G = SGP is the public key and (S, G, P) is the
private key.

[ Encryption | For a plain text m of size k, the cipher
text c = mG+e = mSGP+e¢, where e is a random
binary vector of weight ¢ and length n.

[ Decryption | For the transmitted binary vector c,
the owner of the private key (S, G, P) calculates
c=cP '=mSG+eP L.

Since ¢ can be considered as the coded text of
mS with ¢ errors in eP~!, mS can be decoded
by applying the error correcting capability of G.
When it works, the plaintext m = (mS)S—! can

be given.

| Security | The security of the system is based on
the quasi-randomness of G under the binary ver-
sion of LWE hypothesis called Learning with Par-
ity Noise (LPN). Under the McEliece assumption
shown below the quasi-randomness is guaranteed.

[McEliece Assumption| For any generator matrix G of
[n, k]-linear binary code C, the difference between

|Pr[S «+ GLi(Fy), P « S, : A(1",G = SGP) = 1]
(1)

Pr(G « M, (Fs) : A1™,G) = 1]| (2)

and

can be negligible compared to n. Here, the notation
A(1™,G) = 1 implies that the calculated vector ¢ in F3
from one of two messages mg, m; applying G can be
correctly distinguished using algorithm A.




Operational Cost Calculation

[Operational cost Algorithm 3]
2n
t
2(?’1—1’%1 —k‘g—f)
t—2v

2'??’11 2'??’12
(% (%

2(n — k)*(n+ 1)+

2"”’12

21 (L{le ’U) + L(ng, ’U)— le — 2?’?12 + v

2
ko (L(my,v) + L(ma,v)— my —msg + 2
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+

+

Algorithm 3 Collision ISD (Stern’s algorithm) over Z,

Require: Parity check matrix H € M, _r, »(Z4),
the syndrome s € Zz’_kl, positive integers
v, mi,ma2,l, such that k1 + ko = mq1 + ma, v <
min{2m,,2ms},2v < t, and t — 2v < 2(n — k1 —
ko —1).

Ensure: e € ZY with the same syndrome as s with

wtr(e) = t.

1: Choose a quaternary information set I < {1,...,n}
of size ki + ko

2: Choose a set Z C {1,...,n} \ I of size | and let

J={1,....n}\(H U Z).

3: Partition [ into X and Y of size m; and mso respec-
tively

4: Find U € GL,_y,(Zs) such that UH =

A Id, 0
B 0 Idy gy b1 by permuting &k, + ko

2C 0 0
columns in I first, I columns in Z second, and
n — k1 — ks — 1 columns in J last, where A &

M iy 41y (Za), B € My oy —ko—i.ky+k5(Za), and C €
ﬂfk?elirk'z (IFZ)

st
5: Compute Ust = st , where s; € ZE;, S0 €
( 255 )
Fp—F k2=l and s; € F52
6: Compute
S = {(TI'I(BX)At, 27?;(8X)Ct, eX);
ex € Z}(X) and wir(ex) = v},
where Z%(X) is the set of all vectors in Z% whose
support is in X, and 7y is the projection to Zifl_"k‘"
corresponding to I’s coordinates.
7: Compute
T = {(s1 — mr(ey)At, 253 — 27 (ey )Ct ey );
ey € Z3(Y) and wty(ey) = v}
8: for (a,b,ex) € § do
9: for (a,b,ey) € T do
10: if wtp(se — mr(ex + ey )Bt) =t — 2w then
11: Output:
c=ex +ey +oy(s2 —mrlex + ey )B?),
where o is the canonical embedding to Z%.
12: end if
13: end for
14: end for
15: return Step 1 with a new selection of 7

(Souce: Anna-Lena Horlemann and Violetta Weger, p. 14)




OH23H~9—27
Tallinn University of Technology, Estonia

International Conference on Learning ICL2024

» “Learning Styles and Ontological
Approach for Information
Security e-Learning System” (D

=

» 5@ : Futureproofing B -
Engineering Education for Globaljp  }& -, 9

Responsibility. (ICL 2024),
Lecture Notes in Networks and

Systems, Springer, Cham. Vol
1261,207-218




“Learning Styles and Ontological Approach for
Information Security e-Learning System”




Ontology Configuring Method for “Learning Styles and Ont

Approach for Information Security e-Learning System”

1.
2.

Choose one or some textbook on information security management

Extract words (terms or terminologies) and their relationships
using morphological analysis software, such as Tree Tagger

the relationship between them

. Analise the frequency of each term and make a list of them with

Provides each of terms the importance degree in common

formation security by using Word2Vec

Configure an ontology using Protégé J s

term1: Attributell, Arrributel2,---
. Morphological term2: Attribute21, Arrribute22,---
Texts on Analysis
Information >
Security Frequency, termN: AttributeN1, ArrributeN2,---
0 vith Rubric

w|>»| @m| O

Word Vector by

\/ Word2Vec

; | term1: Attributell, ---: Term_Relations

term2: Attribute2l, ---: Term_Relations

termN: AttributeN1, ---: Term_Relations
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Indraprastha Institute of INformation e et s
Technology(IlIT-Delhi) '
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Text Book

» Self-Dual Codes and Invariant Theory
(Algorithms and Computation in Mathematics Book 17)
(English Edition) 2006th ki, Kindleix

» () Gabriele Nebe, Eric M. Rains, Neil J. A. Sloane

Volume 1

Gabriele Nebe
» Chapter 13 Quantum Codes Eric M. Rains
Neil J.A.Sloane
» 13.1 Definitions Self-Dual Codes
» 13.2 Additive and symplectic quantum codes and Invariant
Theory

» 13.3 Hamming weight enumerators
»13.4...
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» “Survey on PQCC with Self Dual Code over Integer Modulo Ring”,
The 2nd International Conference on ICT Application Research, Aomori,

» “Learning Style Recognition in relation with MBTI and FSLSM”,

The 2nd International Conference on ICT Application Research, Aomd&i, J

» “Establishing Information Security Policy as an Organizational Risk Manage

in The Future of Risk Management, IntechOpen, 2025-01-29, Chapter
DOI: 10.5772/intechopen.1004563
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